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Tanzania’s move towards mandatory electronic payments, introduced through amendments to 

the Electronic Transactions Act, Cap. 442 R.E. 2023, represents a fundamental change in how 

businesses  conduct and record financial transactions. The reform is expected to reduce many of 

the risks associated with cash handling and improve financial transparency by creating a digitally 

traceable financial ecosystem. This change is a positive step in the cou ntry’s digital 

transformation, as electronic payments create audit trails, improve accountability and support 

tax compliance by ensuring that every transaction leaves a digital footprint.  

However, the reform also creates new opportunities for fraud that organisations  must 

understand and manage. Historically, fraud schemes often focused on cash theft, false 

reimbursement claims and the misappropriation of physical receipts. As transactions become 

increasingly digital, fraudsters are shifting their attention towards man ipulating electronic 

payment processes, payment instructions, user credentials, and financial data. Therefore, 

organisations  need to review and strengthen their internal controls to eliminate emerging fraud 

risks. The strongest fraud controls will therefore combine the transparency of electronic 

payments with disciplined verification, access controls, and continuous monitoring.  

 

The Emerging Fraud Risks  
The shift towards mandatory electronic payments introduces new fraud risks that organisations  

must proactively manage. Fraudsters are increasingly targeting digital payment processes 

through business email compromise and vendor bank account manipulation, including by altering 

supplier details to divert funds.  

As mobile money and digital wallets continue to expand, fraudsters are increasingly targeting 

individuals and businesses through social engineering, phishing attacks, SIM swap fraud, and fake 

payment confirmations.  

Fraudsters do not always target the payment itself. In many cases, they target vendor master data 

by changing banking details in enterprise systems, ensuring that future legitimate payments are 

redirected to fraudulent accounts.  

Despite advances in technology, insider fraud remains one of the most challenging risks to 

manage, because employees often possess legitimate system access and an understanding of 

internal processes. Without appropriate segregation of duties, supervisory r eview and periodic 

access testing, digital payment systems can be exploited from within.  

Also, electronic payment systems can create a false sense of security. While digital platforms 

improve traceability, they do not eliminate fraud. Technology may record suspicious activity, but 

it does not necessarily prevent it. Strong governance, segregat ion of duties and regular reviews 

of user access remain fundamental controls.  

In a typical business email compromise scheme, a fraudster gains access to a supplier's or 

executive's email account and sends legitimate instructions directing payment to a different bank 

account. Because the request appears genuine, organisations  may process the payment without 

detecting the fraud until the funds have been transferred.  
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Compliance is Not the Same as Control  
For many businesses, the immediate focus will understandably be on complying with mandatory 

electronic payment requirements. However, compliance simply means that payments are made 

electronically. It does not guarantee that those payments are authorised , accurate or free from 

fraud. 

Digitising  a weak process merely digitises  its weaknesses. Electronic payments should therefore 

be accompanied by stronger governance, rather than merely different payment methods.  

 

The Richer Digital Audit Trail  
Although electronic payments were already part of Tanzania’s financial ecosystem, making them 

mandatory strengthens one of the most valuable assets in fraud prevention and investigation: 

data.  

As more transactions are processed electronically, organisations  benefit from more consistent 

records, including timestamps, payment references, approval logs, user activity, and beneficiary 

account information. These records give investigators a clearer understanding of how 

transactions occurred and who authorised  them.  

With data analytics, organisations  can identify red flags across a broader and more reliable 

payment trail. Unusual patterns, duplicate payments, suspicious beneficiary changes, and 

unauthorised  activity can therefore be detected earlier, before financial losses become 

significant.  

 

Looking Ahead  
Organisations  that treat mandatory electronic payments as merely a compliance exercise may 

find themselves exposed to new and evolving fraud risks. By contrast, those that combine strong 

governance, robust internal controls and effective use of digital data will be bes t positioned to 

safeguard their resources and maintain stakeholder trust in an increasingly digital economy. The 

organisations  that will benefit most from Tanzania's new electronic payment landscape will be 

those that recognise  that fraud has changed form, adapt their internal controls accordingly and 

use digital data to detect and prevent fraud before it occurs.  

As Tanzania continues its journey towards a more digital economy, the key question is not 

whether fraud risks will emerge, but whether organisations  are prepared to identify, manage and 

respond to them effectively.  
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Should you require more information  about this article , please do not hesitate to contact : 

 
 

Geofrey Dimoso  

Country Partner  

geofrey.dimoso@alnafrica.co.tz   
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The content of this publication  is intended to be of general use only and should not be relied upon without seeking 

specific legal advice on any matter.  
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